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How to Use This Matrix

This matrix provides realistic, audit-tested compensating control strategies specifically designed for
Alaska municipalities with one, two, or three finance staff. It acknowledges what auditors already know:
small cities cannot achieve textbook segregation of duties. What auditors require instead is documented
evidence that alternative oversight exists and is consistently applied.

Use this matrix to:
* |dentify which financial functions in your city lack proper separation
e Select the right compensating control for your staffing level
* Understand what documentation the auditor expects to see
* Configure QuickBooks to support your control environment
* Respond to segregation-of-duties findings in your audit report

Regulatory Framework

COSO Internal Control Framework — Recognizes that control activities must be adapted to the size and
complexity of the organization.

AICPA AU-C Section 265 — Requires auditors to evaluate compensating controls before concluding that a
segregation weakness is a material weakness.

GASB Statement No. 34 — Requires governments to maintain internal controls sufficient to support reliable
financial reporting.

2 CFR Part 200.303 — Federal grant recipients must establish and maintain effective internal controls —
compensating controls are explicitly recognized.

Government Auditing Standards (Yellow Book) — Auditors must consider the overall control environment,
including compensating controls, when evaluating risk.

Key Insight for Small Municipalities

The absence of compensating controls — not the small staff size itself —is what generates audit findings. Aone-
person finance office with documented mayor oversight and consistent review procedures can satisfy auditors. A
three-person office with no documentation of oversight cannot.
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Section 1: Understanding Segregation of Duties

The Three Functions That Must Be Separated

Segregation of duties means dividing financial responsibilities so that no single person controls an entire
transaction from start to finish. The three functions auditors evaluate are:

m What It Means Municipal Example

Authorization Approving atransaction to occur Mayor approves a purchase; council adopts
the budget; supervisor approves overtime

Custody Physicalhandling of cash, checks, or assets Receiving cash at the counter; making bank
deposits; holding blank check stock

Recording Entering the transaction into the accounting Posting an invoice in QuickBooks; recording
system a deposit; processing payroll

When one person performs all three functions for any transaction type, no independent check exists.
Errors and fraud can go undetected. This is why auditors flag it — and why compensating controls are the
solution for small offices.

How Auditors Evaluate Segregation

Auditors do not simply count your staff and issue a finding. They follow a structured evaluation:

Identify the key financial processes (cash receipts, disbursements, payroll, grants, reconciliations).
Determine who performs each of the three functions (authorization, custody, recording) for each process.
Assess whether any single individual controls all three functions for any process.

If segregation gaps exist, evaluate whether compensating controls are in place.

If compensating controls exist AND are documented, the auditor may conclude the risk is mitigated.

o O b~ WON =

If compensating controls are absent or undocumented, the finding is reported as a significant deficiency or
material weakness.
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Section 2: The Compensating Controls Matrix

This is the core reference of this toolkit. For each financial process area, it identifies the risk, the ideal
separation, the compensating control when separation is not possible, who performs the control, how
often, and what documentation the auditor expects.

Cash Receipts

m Ideal Separation Compensating Control Performed By Documentation Required

One person
receives cash,
records it, and
deposits it

Cash could be
diverted before
recording

No independent
verification of
cash collected

Separate cashier
from bookkeeper
from depositor

Two people present
for all cash handling

Different person
opens mail and logs
payments

Pre-numbered receipts
issued for every payment;
deposit slip compared to
QB entry by reviewer

Mayor or council member
reviews deposit slips

against QB deposit entries

monthly

Prenumbered receipt totals
compared to bank deposit

totals weekly

Cash Disbursements (Check Writing)

Ideal Separation Compensating Control Performed By Documentation Required

One person
prepares and
signs checks

Payments made
without valid
invoices

Blank check stock
accessible to one
person

Unauthorized
vendor payments

Preparer and signer
are different people

Separate purchase
approval from
payment processing

Blank checks locked
with access
restricted

Vendor master file
changes require
supervisor approval

Dual signature requirement

above threshold ($1,000-
$5,000); council reviews
check register at each
meeting

Originalinvoice required
before any check is
prepared; mayor reviews
invoice before signing
check

Blank checks storedin
locked cabinet; inventory
count of blank checks
quarterly

Councilreviews all new
vendors added during the
period; mayor approves
vendor additions

Mayor or Initialed deposit log; receipt
supervisor book audit trail
Mayor Mayor initials on deposit

reconciliation worksheet

Finance staff +
Mayor review

Weekly cash receipt
reconciliation log

Mayor + Council Mayor signature on checks;
check register in council

minutes

Mayor Mayor initials on invoice
before payment; signed check

copy

Finance staff +
Mayor

Check inventory log initialed
by mayor quarterly

Mayor / Council New vendor log reviewed at
council meeting; noted in

minutes
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Payroll
Ideal Separation Compensating Control Performed By Documentation Required
One person enters = HR, payroll Mayor reviews and signs Mayor Mayor signature on payroll
payroll, processes | processing, and payroll summary before summary coversheet each
payment, and check distribution each payroll is processed; pay period
distributes checks separated council-approved wage
schedule on file
Ghost employees Independent HR Annual employee roster Mayor Signed roster verification
on payroll function verifies review — mayor compares memo filed annually
active employees QB employee list to known
active staff
Unauthorized pay HR approves rate All pay changes require Council Councilresolution on file for
rate changes changes written council resolution every rate change
independently before entryin QB
Overtime without Supervisor pre- Mayor reviews overtime Mayor / Mayor initials on payroll
authorization approves all hours on payroll summary Supervisor summary; signed timesheets
overtime before processing; signed on file

timesheets required
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Bank Reconciliations

Ideal Separation Compensating Control Performed By Documentation Required

Person who writes = Reconcileris Mayor or council designee Mayor Mayor initials and date on
checks also independent of cash = reviewsand initials reconciliation summary
reconciles the handling completed reconciliation

account monthly

Errors or Independent person Reviewer examines Mayor Notes on reconciliation

reviews all
reconciliation detail

unauthorized
items hidden
during

reconciliation

outstanding check list and
questions items over 90
days

regarding reviewed
outstanding items

Reconciliation status noted in
council meeting minutes

Reconciliation not
completed — no
one follows up

Supervisor monitors
completion timeline

Council agenda includes
reconciliation statusreport;
mayor confirms completion
by 15th of each month

Mayor / Council

Grant Management

m Ideal Separation Compensating Control Performed By Documentation Required

Mayor / SNAPP
Advisor

One person
manages grants,
records charges,
and submits
drawdowns

Grant manager
separate from
accounting

Mayor reviews and signs
every drawdown request
before submission; SNAPP
advisor reviews quarterly

Mayor signature on
drawdown; SNAPP quarterly
review notes

Costs charged to Independent person Finance staff checks each Finance staff + Grant expenditure report

grants without reviews grant charge against grant budget = Mayor initialed by mayor quarterly
verification of charges before recording; mayor
allowability reviews grant expenditure
report quarterly
Grant reports Separate preparer Mayor reviews and signs all | Mayor Mayor signature on each FSR

and reviewer for before submission

financial reports

submitted without
verification

Financial Status Reports
(FSRs) before submission
to grantor

Journal Entries

Ideal Separation Compensating Control Performed By Documentation Required

One person Preparer and Alljournal entriesrequire Mayor / Signed journal entry form with
creates and posts | approver are written support and mayor Supervisor supporting calculation
journal entries different people or supervisor signature

without review before posting

Prior-period Closing date QuickBooks closing date Mayor Closing date confirmation;
entries alter password restricts set after audit; password password access log

audited data access held by mayor only
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Section 3: Staffing Scenario Guide

Different staffing levels allow different levels of separation. Use the scenario that matches your city to
determine the minimum compensating controls you must implement.

Scenario A: One-Person Finance Office

Thisis the most common configurationin small Alaska municipalities. One individual handles all financial
functions.

M Who Does It Required Compensating Control

Cashreceipts Finance staff Pre-numbered receipts; mayor reviews deposit log monthly
Checkpreparation and Finance staff Mayor signs all checks; dual signature above threshold; council
mailing reviews check register

Bank reconciliation Finance staff Mayor reviews and initials every reconciliation monthly

Payroll processing Finance staff Mayor reviews and signs payroll summary each pay period
Grantrecordingand Finance staff Mayor signs drawdown requests; SNAPP advisor reviews
reporting quarterly

Journal entries Finance staff Mayor approves all journal entries before posting

Financial reporting to Finance staff Budget vs. Actualreport presented at every council meeting
council

Bottom Line for One-Person Offices

The mayor becomes the primary compensating control. The mayor must review and initial: bank reconciliations,
payroll summaries, check registers, and grant drawdown requests. Schedule 2-3 hours per month for the mayor to
complete these reviews.

Scenario B: Two-Person Finance Office

With two finance staff, some separation becomes possible. Divide functions so that no single person
handles all three for any process.

m Staff Member 1 Staff Member 2 / Mayor

Cashreceipts: receive Staff Member 1 Staff Member 2 verifies receipt log to
and log deposit
Cashreceipts: deposit Staff Member 2 Staff Member 1 records depositin QB
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M Staff Member 1 Staff Member 2 / Mayor

Checkpreparation Staff Member 1 prepares Mayor signs; Staff Member 2 mails

Bank reconciliation Staff Member 1 reconciles Mayor reviews and initials

Payroll entry Staff Member 1 enters Staff Member 2 verifies totals; Mayor signs
summary

Grantrecording Staff Member 1 records Staff Member 2 reviews; Mayor signs
drawdowns

AP invoice entry Staff Member 1 enters Staff Member 2 matches to purchase order

Scenario C: Three-Person Finance Office

With three staff, meaningful segregation is achievable. The mayor's oversight role shifts from hands-on
review to periodic monitoring.

Cashreceipts Clerk 1receives and receipts Clerk 2 deposits; Bookkeeperrecordsin QB
Disbursements Department head approves invoice; Mayor Bookkeeper prepares check; Clerk mails
signs check

Bank reconciliation Bookkeeperreconciles Finance Officer reviews; Mayor spot-checks
quarterly

Payroll HR/Admin enters; Bookkeeper processes Finance Officer reviews; Mayor approves
summary

Grantmanagement Bookkeeperrecords Finance Officer reviews; Mayor signs reports
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Section 4: QuickBooks System Controls

QuickBooks itself provides several built-in features that support segregation of duties and compensating
controls. These system-level controls should be configured regardless of your staffing level.

QuickBooks Feature How to Configure and Use It

Closing Date Password

Audit Trail (QB Desktop)

User Roles and Permissions

Audit Log (QBO)

Bank Feed Controls

Backup Before Changes

Set the closing date to the last day of your fiscal year after the audit is
complete. Assign a password known only to the mayor or designated official.
This prevents anyone from changing transactions in prior periods without the
password. Path: Edit > Preferences > Accounting > Company Preferences > Set
Date/Password.

QuickBooks Desktop automatically maintains an audit trail of every transaction
change. Run this report periodically to detect unauthorized modifications.
Path: Reports > Accountant & Taxes > Audit Trail. Review for any changes to
reconciled transactions or deleted entries.

If multiple staff access QuickBooks, assign appropriate user roles. Restrict
sensitive functions (e.g., payroll, journal entries, closing date changes) to
authorized usersonly. Path: Company > Set Up Users and Passwords > Set Up
Users.

QuickBooks Online logs alluser activity including logins, transaction changes,
and setting modifications. Review monthly. Path: Settings (Gear) > Audit Log.
Filter by user and date range.

If you use bankfeedsto import transactions, require that imported transactions
are reviewed and matched by finance staff — not auto-accepted. Unmatched
or unexplained items should be investigated, not deleted.

Create a QuickBooks backup before any bulk changes, year-end adjustments,
or data corrections. Store off-site. This provides a recovery point if errors are
introduced.

QuickBooks System Controls Checklist

N B B R

Closing date password set for the most recently audited fiscal year

Closing date password held by mayor or designated official only — not finance staff
User roles configured — each user has appropriate access level only

Audit Trail / Audit Log reviewed at least quarterly for unusual changes

Bank feed transactions reviewed and matched manually — not auto-accepted

QuickBooks backup created before any year-end adjustments
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Section 5: Documenting Your Compensating Controls

Why Documentation Is Non-Negotiable

A compensating controlthatis not documented is, from the auditor's perspective, acompensating control
that does not exist. The auditor cannot accept testimony that 'the mayor looks at everything' without
physical evidence that the review occurred. Every compensating control must produce a document,
signature, or record that the auditor can examine.

Required Documentation by Control Type

Mayor reviews bank
reconciliation

Mayor reviews payroll
summary

Council reviews check
register

Council reviews financial
report

Mayor approves journal
entries

Mayor signs drawdown
requests

Mayor reviews check
before signing

Annual employee roster
review

Quarterly audit trail
review

Signature, initials, and date on
the reconciliation report itself

Signature onthe payroll
summary coversheet before
payrollis processed

Check register included as a
councilagenda itemwith
approval in minutes

Budget vs. Actual report
presented and noted in minutes

Signature on journal entry form
with supporting calculation
attached

Mayor's signature on the
drawdown request before
submission to grantor

Originalinvoice attached to
check; mayor verifiesamount
and payee

Written memo confirming all
payroll employees are active and
authorized

QB Audit Trail report reviewed for
unusual changes toreconciled
transactions

I The Single Most Important Habit

Mayor's initials + date on printed
Reconciliation Summary

Mayor's signature + date on
payroll summary

Check register listed in agenda;
motion to approve in minutes

Report listed in agenda; council
discussion noted in minutes

Mayor's signature + date on
journal entry before posting

Signed copy of drawdown
request in grant file

Mayor's initials oninvoice;
signed check copy retained

Signed roster verification memo

Report printed; reviewer notes
any itemsinvestigated
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Each pay period

Each council meeting

Monthly / Bi-monthly

Asjournal entries occur

Each drawdown

submitted

Each payment cycle

Annually

Quarterly
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If your city implements onlyone compensating control, make it this: the mayor reviews, initials, and dates every
bank reconciliation every month. This single practice addresses the #1 audit finding in small municipalities and

demonstrates active governing body oversight.
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Section 6: Responding to Segregation of Duties Findings

If your audit report includes a segregation of duties finding, you are required to submit a written
management response. This section provides guidance on crafting an effective response that
demonstrates your city is taking the finding seriously and implementing realistic corrective actions.

What to Include in Your Management Response

Acknowledgment State that management acknowledges the finding and understands the risk.
Example: 'Management acknowledges that the city's limited staffing does not
allow full segregation of duties across all financial functions.'

Context Briefly explain the staffing reality. Example: 'The city employs one full-time
finance staff member who is responsible for all financial record-keeping,
including cash receipts, disbursements, payroll, and reconciliations.'

Corrective actions — already = Describe compensating controls that are already implemented and
in place documented. Reference specific controls from this matrix.

Corrective actions —planned = Describe any additional controls you willimplement, with specific target dates
and responsible parties.

Ongoing monitoring Describe how you will ensure controls continue to operate. Example: 'The
mayor will review and initial bank reconciliations monthly. Council will review
financial reports at each regular meeting.'

Sample Management Response Language

Sample Response — Segregation of Duties Finding

Management acknowledges the finding regarding segregation of duties. Due to the city's limited staffing (one full-
time finance position), complete separation of authorization, custody, and recording functions is not feasible.

The following compensating controls have been implemented and are documented consistently:
e The mayor reviews and initials all bank reconciliations within 15 days of completion.
* The mayor reviews and signs the payroll summary before each payroll is processed.

* The council reviews and approves the check register at each regular meeting, as documented in the meeting
minutes.

¢ A budget vs. actual financial report is presented to the council at each regular meeting.
¢ All checks above $1,000 require dual signatures (finance staff and mayor).
* The QuickBooks closing date is set after the annual audit, with the password held by the mayor.

Management will continue to monitor these controls and will engage SNAPP program support for periodic
independent review of financial procedures.
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Section 7: Implementation Priority Guide

If your city has few or no compensating controls in place today, implement them in priority order. Startwith
the controls that address the highest audit risk and require the least effort to establish.

1 — Immediate

2 — Immediate

3 — Within 30
days

4 — Within 30
days

5 — Within 60
days

6 — Within 60
days

7 — Within 60
days

8 — Within 90
days

9 — Within 90
days

10 — Within 90
days

11 — Annually

12 — Annually

Mayor reviews and initials bank
reconciliations monthly

Mayor reviews and signs payroll summary
each pay period

Councilreviews checkregister at each
meeting

Budget vs. Actualreport presented to
council monthly

Dual check signature requirement above
threshold

Set QuickBooks closing date password

Pre-numbered receipt book for all cash
receipts

Mayor signs all grant drawdown requests

Written Internal Controls Policy adopted
by council

Quarterly QuickBooks audit trail review

Employee roster verification by mayor

Bank signature card review and update

Most common audit finding;
primary cash control

Payroll authorization; ghost
employee risk

Disbursement authorization;
council oversight

Budget compliance; governing body
oversight

Unauthorized disbursements

Unauthorized changes to prior
periods

Cash diversion risk

Grant compliance; questioned
costs risk

Documents the control
environment formally

Detectsunauthorized transaction
changes

Ghost employees; payroll accuracy

Unauthorized signers (former
employees)
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Low — 30 min/month per
account

Low — 15 min per pay
period

Low — agenda item+ 10
min review

Low — print report +
agenda item

Low — update bank
signature card + policy

Low — one-time 5-
minute setup

Low — purchase receipt
book + train staff

Low — add to drawdown
workflow

Medium — draft policy +
council adoption

Medium — 30 min
quarterly

Low — 30 min annually

Low — 15 min annually
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Master Compensating Controls Implementation Checklist

Usethis checklist to assess your current status and track implementation. Check each item onlywhen it is
consistently applied and documented — not just planned.

Cash and Disbursement Controls

Pre-numbered receipt book in use for all cash received

All cash deposited same day or next business day

Original invoice required before any check is prepared

Mayor signs all checks (or dual signature above threshold)

Council reviews and approves check register at each meeting — documented in minutes
No checks made payable to 'Cash’

Blank check stock stored securely; inventory counted quarterly

O 0 o0 o0 o|oio)d

Voided checks retained and filed in numerical order

Bank Reconciliation Controls
Bank reconciliations completed monthly for every account
Mayor reviews and initials each reconciliation within 15 days of completion

Outstanding checks over 90 days investigated and documented

oo ol oo

Reconciliation package filed with bank statement, reports, and review signature

Payroll Controls

Payroll Controls
O

Council-approved salary/wage schedule current and on file
Mayor reviews and signs payroll summary before each payroll is processed

All pay rate changes supported by written council resolution
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Payroll Controls

L] Signed timesheets on file for all hourly employees

] Annual employee roster review completed by mayor

Grant Controls
O Mayor signs each grant drawdown request before submission
O Grant expenditure reports reviewed by mayor quarterly

O All Financial Status Reports signed by mayor before submission

System and Governance Controls
 SystomandGovemancaConrols
QuickBooks closing date set for most recently audited fiscal year

Closing date password held by mayor only — not by finance staff

QuickBooks user roles configured with appropriate access restrictions

Audit Trail / Audit Log reviewed quarterly

Budget vs. Actual report presented at every council meeting — documented in minutes

Written Internal Controls Policy adopted by council resolution

N B O B

Bank signature cards reviewed annually — only current authorized officials listed
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Disclaimer

This matrix is published by the Arctic Slope Community Foundation as part of the Success for Nonprofit
Audit Preparation Program (SNAPP) Modified Virtual Support Program. It provides practical compensating
control strategies for municipalities with limited staffing.

SNAPP provides advisory and technical assistance only. This document does not constitute legal,
accounting, or audit advice. Participating municipalities remain solely responsible for:

* Designing and implementing internal controls appropriate to their operations
* Documenting all compensating controls consistently

* Responding to audit findings and implementing corrective actions

e Compliance with all applicable federal, state, and local requirements

Municipalities should consult with their auditor, legal counsel, or the Alaska Municipal League for
guidance on specific internal control questions.

Version 1.1 —Enhanced Edition | Arctic Slope Community Foundation | SNAPP Program
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